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How Automating the Development Pipeline, Security
and Infrastructure Leads to Real Business Benefits
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With the growth of cloud-based deployment and more agile workflows in today’s software industry, companies
are increasingly looking for new ways to manage the complexity. In rapidly changing industries, speed to market
with new features and improvements is critical to keeping up with the competition. Luckily, most companies
can automate a large portion of their development pipeline, security and infrastructure, allowing new updates
to reach users quickly as they’re developed. DevOps automation is a top priority for all major technology
companies, and it can have huge impacts on your business’s bottom line.
At base2services, we talk to many companies who think they have automated. However, on closer inspection,
there is a lot more they could be doing. This white paper lays out what we’ve learned over the years about
DevOps automation and its impacts. The goal is to help you determine if you need automation and identify areas
where your company could be automating more, further driving agile innovation for your customers.

Automation’s significance
When most people think of DevOps automation, they think of a static, standard pipeline to production. However,
automation is not a set-and-forget system. Instead, it’s a process that requires constant upgrades, maintenance,
and optimization to be as useful as possible to your organisation.
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Successful automation in modern software is an ongoing, managed business objective that facilitates all other
parts of the software development process. Specifically, modern automation includes three core characteristics:
1. Independent. It should be able to operate without human control or oversight.
2. Not conscious. You shouldn’t have to think about the process or remember to activate it.
3. Certain. It will always happen, every time, and the results of the process are predictable.
Therefore, when we talk about automating testing or deployment, we mean standardising the process for
deploying new code, allowing scripts to execute the process without human intervention, and requiring all new
code go through the automated system.
If you automate your process well, then you feel secure that the code that gets deployed has been thoroughly
tested, your infrastructure will scale well with loads, and rollbacks and disaster recovery are not only possible
but simple to implement. Above all, automation should be seen as a way of decreasing your organisation’s risk
exposure while increasing your engineering team’s ability to quickly deliver new features to customers.
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Automation done right leads to tangible business results
Over the years, we’ve seen automation driving business success time and again for companies around the
world. In today’s competitive business landscape, automation is not just “nice to have.” For many industries,
it’s a requirement to remain competitive.
There are several key business benefits we see in companies that implement DevOps automation, and those
benefits often grow as the level of automation grows:

1. Faster development cycles, new features & customer growth
When a company hasn’t automated its testing, security, infrastructure scaling and backups, all of those tasks
become manual jobs for engineers to perform.
In the worst cases, software engineers are so busy that they don’t have time to write good tests or focus on
security or infrastructure until something goes wrong, and they need to put out fires. Even in the best cases,
however, engineers are still spending time away from developing new features in order to work on maintenance
and infrastructure.
When you automate effectively, you free your developers to work on revenue-generating tasks and improving
the product rather than managing infrastructure. In today’s software-driven world, users expect new features
and updates regularly. Speeding up your release cadence means you’ll be the first to market with new
features. Using automation to free up your developers to write new code is critical to development velocity
and business growth.

What development teams typically spend their time on
100%

% of time spend

80%

60%

Revenue-Generating Activities
Maintenance
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Australian ISVs
None to low level
automation

base2Services'
customers
High level automation

2. Increasing customer confidence
When your application scales seamlessly to meet demands, the result is a better, faster user experience for
customers. This is especially important for ISVs and SaaS companies who need to provision new resources as
part of onboarding a new customer. In addition, DevOps automation also allows you to continuously release new
features to your users, improving the user experience with regular new developments. Product improvements
and security enhancements lead to customer satisfaction and growth, and with automated infrastructure
scaling, your application is ready to handle that growth.
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3. Development team satisfaction

How are Job Satisfaction and Committing Code Related?
Multiple times per day

5.14

Once a day

4.98

A few times per week

4.94

Never

4.82

Weekly or a few times per month

4.79

Less than once a month

4.73

Mean of 59,260 responses; satisfaction on a 1-7 scale, from extremely Dissatisfied to extremely satisfied

Developers who check in code the most often also have higher job satisfaction
Source: Stack Overflow Developer Survey Results 2018

When developers spend less time on testing, security, infrastructure and backups, they’re happier employees.
The reduced overhead that comes from successful automation can relieve significant pressure from your
developers. The importance of developer satisfaction cannot be overstated. In today’s competitive job market
for tech talent, making sure developers are happy working at your company leads to lower turnover and reduced
costs associated with churn. Additionally, a happy development team is a productive one, and more likely to
regularly release new features to your customers.

4. Mitigating risk
Instead of physically provisioning hardware for your application, most companies have now moved to cloud
service providers like AWS. Moreover, Infrastructure as code is an important trend in web application scaling.
Writing infrastructure code instead of manually provisioning more servers on AWS allows you to repeatably
deploy new enhancements and ensure consistency between environments. As a result, your application can
be fast and highly available for your customers at all times. As your user base grows, your infrastructure scales
seamlessly and automatically.
Additionally, you can automate the error reporting process and create systems that make rollbacks and backups
automatically when things go wrong. The self-healing nature of cloud infrastructure vastly decreases application
failures and recovery times, reducing your business risk.

These factors all impact the bottom line
DevOps automation is directly tied to real business concerns. In the end, automation impacts new customer
acquisition, existing customer satisfaction and employee satisfaction -- factors that contribute directly to your
company’s revenues. When done right, automation can also reduce costs on infrastructure, maintenance,
disaster recovery, and development team churn. As such, DevOps automation can be a major benefit to your
company’s bottom line.
Keep in mind, though, that automation is not an end in itself; it’s a means to achieve your goals, so defining
your ‘why’ is an important step that impacts the way you implement automation long term.
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Do I need automation?
It’s tempting to think of automation as a one-size-fits-all solution. However, the reality is that automation is a
complex interaction of development pipelines, infrastructure, monitoring, and security. Each of these areas,
in turn, involves decisions that are highly specific to the company implementing the automation.

Different companies have different requirements for automation

Company

Deploy Frequency

Deploy Lead Time

Reliability

Amazon

23,000 / day

minutes

high

Google

5,500 / day

minutes

high

Netflix

500 / day

minutes

high

1 / day

hours

high

3 / week

hours

high

once every 9 months

months or quarters

low/medium

Facebook
Twitter
typical Enterprise

Source: O’Reilly – The Phoenix Project

Take a CI/CD pipeline for instance - the collection of tools that streamline and secure your code pipeline to
production. Not every company will need the same level of automation in their CI/CD pipeline. For example,
some companies need to control their release timing as a business decision, so they don’t want to automate
deployment. For others, automated deployment gets new features and bug fixes out to customers in the most
efficient way possible.
Or, consider auto-scaling infrastructure. For some applications, automation is necessary as user loads can
fluctuate widely. For others, they already can predict when and how many users will log on, and a much simpler
scaling policy and architecture will be sufficient.
Automation also creates a level of abstraction and a new codebase to maintain. Which means some of the time
and resources saved testing and deploying code now need to be used to maintain that automation. If you don’t
continue to update your processes, you don’t really have automation. You merely have a point-in-time build of
something that augments or replaces human labor. That build is software itself, and it can break or go out of
date without regular upkeep.
As such, planning ahead for automation and being prepared to maintain and upgrade those services is
a transition that many companies don’t consider fully. Despite the abstraction and overhead imposed by
automation, the benefits of constantly improving your automation are worth the investment for most companies.
The components of your automation pipeline are highly dependent on your company’s needs and preferences,
and they’ll take time to fully solidify. A good DevOps consultant can help you make those decisions.

The Cloud Services People

5

White Paper
What should I be automating?
Automation is a term that encompasses many types of tools and various levels of utilization for those tools.
We recognise that automation doesn’t happen in a vacuum. There are real budgetary and time constraints that
businesses face when implementing automation. As such, you probably haven’t fully automated every part of
your pipeline, and you might not need to.
There are, however, several core areas where automation can be an important leverage point for most
businesses. Consider your level of current automation and needs for each of these components carefully.

Infrastructure
With the rise of cloud architecture, it has become possible to fully automate the process of provisioning (and
de-provisioning) infrastructure resources to match your application’s current load. This infrastructure as code
approach comes with all kinds of considerations for load balancing requirements, scaling thresholds, and
resource usage tracking.
Common questions you should ask about your infrastructure:
• Do you use tags or a software suite to track resource usage and costs?
• Do you use scripts and templates to set up new cloud infrastructure and update it?
• Do you stop and start environments on demand based on pre-set scaling policies?
For applications that have a limited number of users or have predictable loads over time, the answers to these
questions may be “no.” That’s okay, since DevOps automation is a custom process that should fit your needs.
However, if your loads fluctuate over time or your product is growing rapidly in popularity, you’ll want to
prioritise automated scaling to avoid bottlenecks and slow load times for users. Additionally, automatically
decommissioning unused resources in times of low loads could save your company significant costs over time.

Infrastructure as Code
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CI/CD
CI/CD pipelines are becoming a staple of software development in almost every company. Continuous integration
(CI) refers to the practice of automatically testing all newly checked-in code. If the test fails, the code does not get
merged. If the test passes, the new code is automatically merged or becomes a candidate for merging with the
master branch.
4
build artifacts
unit tests

2
1

8

poll for changes

deploy

commit

check out
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Developers

Build Automation
Server
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5 deploy

7 deploy
6 deploy

Dev Environment
smoke tests
acceptance tests

Staging (UAT)
Environment
Load Test Environment
smoke tests
capacity tests

smoke tests
automated/manual
acceptance tests

Continuous deployment (CD) takes this a step further by automatically deploying the code once tests pass.
Alternatively, continuous delivery could mean that newly tested code is ready to immediately deploy when it serves
business purposes. When to release new features becomes a business decision rather than a technical one.
Common questions you should ask about your CI/CD pipeline:
• Does new code reach production hourly, daily, or weekly?
• When you deploy, is it from a local version of the code or a container-tested version?
• Do you use multi-branch source control (e.g. Git) to manage your pipeline?
• Are you using testing tools like Jenkins, GitLab, or Travis to automate every step of the pipeline from
dev to test to production?
Automated testing and only checking in tested code are best practices in software development. However,
the level of continuous delivery you choose should be a business decision. For some consumer applications,
delivering new features as fast as possible is a top priority. Therefore, a fully automated CI/CD pipeline is a priority.
For other B2B and security-bound applications, you may want more manual input and checkpoints in the testing
process to ensure that new releases are stable and secure.
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Monitoring & Testing
A critical component of risk management is having up-to-date information on the status of your applications.
Reliability starts with good testing that covers 100% of your code before it ever gets deployed. However,
things can still go wrong with well-tested code. Once in production, you’ll want automated monitoring services
to provide you real-time data on the status of your application. The earlier you catch and are alerted about
a potential problem, the sooner you can start work on a solution. Overall, real-time monitoring is a key to
minimizing downtime and making sure your application is fast and highly-available.

Amazon CloudWatch metrics

Key questions to ask about testing and monitoring:
• Do you test your code automatically before integration and before deployment?
• Are you using automated serverless monitoring or a monitoring service (e.g. Prometheus) to collect
data on the status of your application?
• Do you constantly load test your application in development and production?
• Do you have automated notifications for security events in your application?
The robustness of your monitoring and testing needs will vary depending on the complexity, user base, and
development cycle of your application. While automated testing is something nearly every development team
should practice, not all applications need serverless monitoring or hourly load testing.
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Disaster Recovery & Backups
Even with the best testing and automation, your application can and will break. Perhaps a cloud service provider
has an outage or a natural disaster shuts down a regional data center. While these events can’t be foreseen,
there are steps you can take to mitigate their effects and keep your application available to customers.
Questions to ask about backups and recovery:
• Do you have automatic backups of stateful data from production?
• Do you backup to a different location and restrict access?
• In the event of a disaster, can you quickly launch a new environment from scripts, templates,
and backed up data?
• How do you rotate your backup data and delete old backups that are no longer useful?
When it comes to recovery, it’s better to be safe than sorry. All companies should have established processes
for backing up data and automated scripts that run that process regularly. That said, maximum security of your
backups does introduce overhead on both developer time and project budgets. For many applications, a simple
cron job to download data and a managed rotation policy for deleting old data will be enough to provide peace
of mind without breaking the bank.

Security
Having to manage common threats can become a full-time job in some cases. Cycling through log files to
determine if an attempted breach or a Denial of Service Attack has occurred or is occurring is difficult and
very time consuming. New security threats are difficult to determine, and most companies find out months
after a breach has occurred. However, there are some that can be prevented. Blocking threats from certain IP
addresses, checking for signatures in the requests and simply locking everything down extremely tightly are
your best initial defenses.
Key questions to ask about security monitoring and actions:
• Do you monitor for Denial of Service Attacks?
• Do you monitor the logs for failed access attempts?
• In the event of an attempted breach or denial of service attack, are you blocking that IP address,
even if only temporarily?
Automating your security monitoring and actions is only as good as your upkeep. Security threats constantly
change and attacks are becoming more complex. Routinely reviewing your logs for new attacks and applying
the monitoring and actions against these attacks is something that needs to happen. Additionally, applying best
practice security enhancements to your application, CI/CD pipeline and infrastructure significantly reduces your
risk of a breach.
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Who should do the automation?
An automated pipeline is only as good as the tests you provision it with and services you’ve set for scaling
and backups. As such, you’ll need someone to coordinate your pipeline and keep it running effectively.
Generally, there are four options for developing your company’s automation capacity:

1 Self-skilling
Dedicate someone
internally to learn and
implement the principles
and best practices of
automation

2 Hiring a DevOps
engineer
Recruit a new team
member dedicated to
DevOps for your team

3 Contractors
Hire a consultancy to
implement DevOps
automation

4 Managed DevOps
Hire a company to
implement and maintain
your DevOps alongside
your team

• existing team member
already knows your product

• Long ramp-up time to develop
skills

• more affordable to self-skill
than hire outside

• likely to have issues with
implementing some aspects
• potential security risks from
lack of knowledge

• get domain expertise on
your team full-time

• Slow ramp-up time as hiring
takes a while

• sole focus is your project

• expensive to hire a top
professional
• risk of departure breaking your
pipeline (e.g. DevOps engineer
on vacation or leaving the
company)

• fast and possibly less
expensive than other
options

• No ongoing maintenance of
the solution over time or after
changes to your application

• can produce a high-quality
• point-in-time deliverable

• team members don’t fully
understand how the new
pipeline operates

• fastest time to deployment
of all options

• Not available in your office
(but often available 24/7)

• includes ongoing support

• team may be working on other
client projects at the same time

• gives access to security
and best practices
expertise at a fraction of
the cost

• ongoing monthly cost
(less than or similar to hiring
a team member)

Large companies supporting multiple products should consider making the investment in a dedicated
DevOps team that can focus solely on optimizing your products. However, for most mid-sized software products,
managed DevOps services are an excellent alternative that provide the benefits of a dedicated, internal team
at a fraction of the cost.
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Getting automation right
It’s important that you ask hard questions about what you want from automation and how well your current
systems are serving you. The automation process is constantly evolving, and your needs will change as your
product changes. That’s why automation must be a culture and a process at your company, not just a temporary
fix. Ultimately, automation should be highly tailored to the needs of your company. Only then will you see the
true rewards of efficiency, cost-effectiveness, fast deployments, and the peace of mind that comes from a
well-implemented automated pipeline.
If you’re interested in finding out how you can improve your company’s automation, you can use our free
DevOps automation assessment tool that helps you find out how advanced you are with your automation and
uncover gaps in your current implementation of automation.
We also have numerous free open source tools and resources your company can start using today to further
automate your workflow.

www.base2services.com/community/opensource/
base2Services is a leading AWS Next-Generation service provider and Advanced Consulting Partner.
We’re experts in DevOps, automation, security, CI/CD and migration to AWS. We take care of the entire cloudlifecycle and work closely with customers to design, build, manage and optimise automated, highly secure,
repeatable and scalable cloud-based solutions. Our unique approach to DevOps combines managed services,
consulting, security and 24/7 support in a 12-month subscription at a monthly fixed price.

Get in touch today to discuss your project and how we can help you implement automation
in your organisation.
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Get in touch
base2services is a leading Australian Cloud Delivery, Operations and Management company that
specialises in DevOps, AWS and cloud-native services.
We provide DevOps as a Service which enables development teams and ambitious organisations
to accelerate innovation through automated, highly secure, repeatable and scalable cloud-based
solutions.
Contact us today to find out how we can help you.
base2Services Pty Ltd
ABN 61 117 553 778
Level 21, 303 Collins St
Melbourne VIC 3000
1300 713 559
sales@base2services.com
base2services.com.au
This document and all its components are protected by copyright. No part may be reproduced, copied or transmitted in any form or by
any means without the prior written permission of base2Services Pty Ltd.
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